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ABSTRACT

Network security is the process of taking physécal software preventative measures to protect tiiedying networking
infrastructure from unauthorized access, misuselfunetion, modification, destruction, or impropeisdosure, thereby
creating a secure platform for computers, usergl programs to perform their permitted critical fuioms within a secure
environment. A local area network (LAN) is a coraputetwork within a small geographical area suchaasome, school,
computer laboratory, office building or group ofildings. A LAN is composed of inter-connected watlens and personal
computers which are each capable of accessing hadng) data and devices, such as printers, scanaatsdata storage
devices, anywhere on the LAN. LANs are charactiizehigher communication and data transfer rated the lack of any
need for leased communication lines. A data netigoak interconnected system of computers, pergihend software over
which data files and messages are sent and recelived is only one type of computer network. LANndefs Data com
system allowing a number of independent devicesotomunicate directly with each other, within a nratidy sized
geographic area over a physical communications oeaof moderate data rates. Fiber-optic communarais a method of
transmitting information from one place to anotlgrsending pulses of infrardight through an optical fiber. The light is a
form of carrier wavehat is modulatedo carry information. Fiber is preferred over eldgctl cablingwhen high bandwidth,
long distance, or immunity to electromagnetic ifgencels required. This type of communication can transmice, video,
and telemetry through local area networks or acr@®sy distances. Optical fiber is used by manyctaiemunications
companies to transmit telephone signals, Interoetraunication, and cable television signals. Redearcat Bell Labsiave
reached a record bandwidth distance prodoftbver 100 petabix kilometers per second using fiber optic commutiica
Communication between remote parties can be adtifweugh a process called Networking, involving ttonnection of
computers, media and networking devices. When lwalb@ut networks, we need to keep in mind threeejats, distributed
processing, network criteria and network structurbe purpose of this Network is to design a LocabANetwork (LAN) for
a BAEC (Bangladesh Atomic Energy Commission) Headrt® and implement security measures to protexttvork
resources and system services. To do so, we llivdth the physical and logical design of a LANeTgoal of this Network
is to examine of the Local Area Network set umfBAEC HQ and build a secure LAN system.
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16 Osman Goni & Md. Abu Shameem

INTRODUCTION

A local area network (LAN) is a collection of degg connected together in one physical locationh @isca building,
office, or home [1]. A LAN can be small or largenging from a home network with one user to anrpnte network
with thousands of users and devices in an officsatool. A local area network (LAN) is a group ahtgputers and
associated devices that share a common commumisdiite or wireless link [2]. Usually, the servexshapplications and
data storage that are shared in common by multipheputer users. A local area network may servewast two or three
users (for example, in a home network) [3]. Netvgoake divided into two main categories: Local Aksgtworks (LANS)
and Wide Area Networks (WANS). These two typesetinorks have different characteristics and diffefanctionalities.
In general, a LAN is a collection of computers gedipheral devices in a limited area such as allmgjlor campus [4]. A
LAN is usually under the domain of a single orgatian such as an institutional or department. Tiernet is, however,
more than just a physical connection of LANSs, in&gworking protocols and standards are also neédktsork’s models
serve to organize, unity, and control the hardwamd software components of communication and né&iwgr The
Internet has revolutionized many aspects of ouydizes [5]. It has affected the way we do busmes well as the way
we spend our leisure time. Count the ways you hssee the internet recently. Perhaps you have sewtrehic mail
(email) to a business associate, paid a utility lihd a newspaper from a distant city, or loolpa local movie schedule
all by using the internet or maybe you researchegtdical topic, booked a hotel reservation, chatigl a fellow trekker
or comparisonshoppedforacar. Theinternetisacommiimitsystemthathasbroughtawealthof information te fingertips
and organized it for out use [6] [7] [8]. The imet is a structured, organized system. Bangladdasimi& Energy
Commission is a scientific research organizatioth @gulatory body of Bangladesh. Its main objects/éo promote use
of atomic energy for peaceful purposes. It washdisteed on 27 February 19730 it is important tdesign, Deployment

and Implementation of Local Area Network (LAN) aABC Head Quatrter.
Bangladesh Atomic Energy Commission

Bangladesh Atomic Energy Commission (BAEC) washdstaed in 1973 as a multidisciplinary R&D orgariaa with

the view of promoting peaceful uses of nuclear gnén Bangladesh. From the very beginning of itsrfation, BAEC
started R&D works in areas covering physical saergoscience, engineering and nuclear medicinéndonan welfare
and economic uplift of the country. At present, BBAEC has grown as the largest organization foergific and

technological research in Bangladesh [9].
Bangladesh Tele Communication Company Limited

BTCL or Bangladesh Telecommunications Company lediis the largest telecommunications company ingBatesh.
The company was founded as the Bangladesh Teleg&aphelephone Board (BTTB) following Bangladesh's
independence in 1971. On July 1, 2008 the BTTB imeca public limited company and was renamed as BBJICL
provides land-line telephone services in Bangladeshban areas, including domestic long-distanckingaand
international services as well as internet servibte2004, the Bangladesh Government issued a nuaftieSTN licenses
to private companies, but they were barred fronviging services in the lucrative Dhaka market (whaccounts for the
majority of the nationwide market). The monopolychby BTCL was broken when other operators stattedeceive
licenses from 2007[10].
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Optical Fiber Network

Fiber optic internet cable is increasingly populHris is due to the higher speeds and bandwidthritprovide compared
to standard Ethernet or Wi-Fi signals delivered agaxial or even copper wire from street-level exales. This means
that fiber networking is a far better choice whbigh speeds are advantageous or for particulatgngive data transfer
needs. Fiber optic bandwidth is usually signifitaimigher than a typical Ethernet connection. Fitsealso safe to use in
high-voltage locations, and in areas where flammajlalses or other harsh chemicals or weather conslitire likely to be
a factor. This can be another important factor leasing fiber optic cables for broadband deliveng delecoms as

opposed to standard Ethernet.
Local Area Networks

Local area networks, generally called LANs, are/qely-owned networks within a single building @ntpus of up to a
few kilometers in size. They are widely used to remt personal computers and workstations in comdfiges and

factories to share resources (e.g., printers) antlamge information. The Local Area Network (LAN)ane of the most
important types of information networks in proviginommunication within a limited community suchussversities and
institutions. The LAN consists of an interconnectggdup of computers and other communication deyiegsch are

connected to each other through an integrated eegimg system. They are distributed within reldfivemall

geographical areas and characterized by high speedack of errors in communication. Thus, the l@acaa networks are
a mixture of interrelated devices, equipment arglititions, where they form a fabric called netwsgrihese networks
mainly rely on essential physical components arftivene to operate efficiently. The present anabftistudy seeks to
understand both the basic components of the oparatilocal networks and to recognize and defimertte of each of the

means of communication adopted within the localvoek in order to construct and operate the LAN [11]

Research Background
Networks
A network is a set of devices (often referred tmades) connected by communication links. A nodeloaa computer,

printer, or any other device capable of sendingan@ceiving data generated by other nodes onehgork.
Optical Fiber Cable

A fiber-optic cable, also known as an optical-filbable, is an assembly similar to an electricalesdiut containing one or
more optical fibers that are used to carry lighteToptical fiber elements are typically individyattoated with plastic
layers and contained in a protective tube suitédri¢he environment where the cable is used. Defietypes of cable are
used for different applications, for example, latigtance telecommunication, or providing a highespdata connection

between different parts of a building.
Unshielded Twisted Pair (UTP) Cable

Cable is the medium through which information usuaioves from one network device to another. Urdieid twisted

pair (UTP) is the most popular and is generallylibst option for Local Area networks.

Figure 1 shows the quality of UTP may vary fronepdlone-grade wire to extremely high-speed cable.cEble
has four pairs of wires inside the jacket. Eachr gatwisted with a different number of twists pgech to help eliminate

interference from adjacent pairs and other elegtdevices. The tighter the twisting, the higher supported transmission
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18 Osman Goni & Md. Abu Shameem

rate and the greater the cost per foot. The EIA/THectronic Industry Association/Telecommunicatibmdustry

Association) has established standards of UTP atied isix categories of wire (additional categoaiesemerging) [12].

Figure 1: Unshielded Twisted Pair.

Tablel: UTP Cable Additional Categories

Category Speed Use
1 1 Mbps Voice Only (Telephone Wire)
2 4 Mbps Local Talk & Telephone (Rarely used)
3 16 Mbps 10BaseT Ethernet
4 20 Mbps Token Ring (Rarely used)
5 100 Mbps (2 pair)| 100BaseT Ethernet
1000 Mbps (4 pair] Gigabit Ethernet
5e 1,000 Mbps Gigabit Ethernet
6 10,000 Mbps Gigabit Ethernet

RJ45 Connector

Most standard Ethernet data cables have a coréstiogsof four twisted-pair wire strands, makingei individual wires
in total. Male RJ45 plugs separate and correctiyittate these eight individual wires. In other waréRJ45 wiring is
based on an 8P8C (8 position, 8 contact) configpmaStandard RJ45 is defined as a mechanicallgdesariant on a
generic 8P8C body. Mechanically keyed essentialyms that RJ45 connectors also include an additiabaThis extra
tab is designed to prevent them from being matetth \wny other socket standards which are visualgilai, but

electrically incompatible. It also prevents acci@ddisconnection.
Bandwidth and Window of Fiber Optic Cable

In May 2002, the ITU-T organization divided thediboptical communication system into six bands a& (S, C, L and
U6. Multi-mode optical fiber at 850nm is known &e ffirst window, single-mode optical fiber at O Has referred to as
the second band. C band is called as the thirdavind. band is the fourth window and E band is tifth fwvindow. The

following table shows the wavelength bands for butlitimode fiber optic cable and single-mode fibptic cable[13].

Table 2 shows the frequency range in the table elpefers to the frequency of light. According te flormula,
speed = wavelength x frequency, we can easily éigquut the frequency of light. Its relation to thansmission loss of

fiber optic cable and wavelength has been displagefllow:

Figure 2 shows in the early days of fiber optic camication; the LED was employed as a light sodiee to its
low price. Multi-mode fiber optic cables that operat 850nm and 1300nm became the first choicéddding small
network, while single-mode optical fiber cables,rking at 1310nm and 1550nm with laser as the Igghirce were the

foundation for constructing large network. If thewvere more windows available for single-mode opadble, one fiber
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optic cable would achieve ultra-high speed transimisby transmitting signals at different waveldngt the same time by
employing WDM (wavelength division multiplexing)denology, thus maximizing the potential of singleda fiber.
Telephone and network and be using at the same \ilm&DSL (asymmetric digital subscriber line) modeThat's
because voice and data use different frequency.tisdgprinciple is similar with WDM and ADSL techlogly, which are

usually applied in main networks that require high@ndwidth [14].

Table 2: Fiber Optic Wavelength

Frequency Band Window | Wavelength Range(Nm)| Frequency Range (Thz)

/ 1 850(770-910) /

Original band 2 1260-1360 237.9-220.4
Extended band 5 1360-1460 220.4-205.3
Short wavelength band / 1460-1530 205.3-195.9
Conventional band 3 1530-1565 195.9-191.6
Longer wavelength band 4 1565-1625 191.6-184.5
Ultralength wavelength band / 1625-1675 184.5-179.0

Optical Transmission Windows and Wavelength

transmission
loss (dB/km)
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Figure 2: Optical Transmission Windows and Wavelenti.
Optical Fiber Cable at OSI Model

The interface between an optical fiber and a twligteir Cable can be at different layers of the @8del. At the Physical
layer a media converter can be used. It will tramsfthe electrical Ethernet signal to Ethernet dilmsr. At the data link
layer, a layer 2 (Ethernet) switch can be used withper and fiber interfaces. At the network lageouter can be used
with an optical (fiber) interface and a copper (RJi#terface. Conversion at the physical layer ggmal conversion. At
the data link layer Ethernet packets will be swéttor retransmitted at a different interface. At tletwork layer routing

of IP packets to a different interface will takeq.
Internet

The Internet is a worldwide telecommunications eysthat provides connectivity for millions of othemaller networks;
therefore, the Internet is often referred to astvark of networks. It allows computer users to ommicate with each

other across distance and computer platforms.
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Internet Service Provider

An Internet service provider (ISP) is an organimatithat provides a myriad of services for accessumgjng, or
participating in the Internet. Internet service\pders can be organized in various forms, suchoasneercial, community-

owned, non-profit, or otherwise privately owned.

Network Security

Network Security Essential

Network security has become more important to periscomputer users, organizations, and the militérigh the advent
of the internet, security became a major concedhthe history of security allows a better underdiag of the emergence
of security technology. The internet structurelitedlowed for many security threats to occur. Tarehitecture of the
internet, when modified can reduce the possiblckst that can be sent across the network. Knowiegttack methods,
allows for the appropriate security to emerge. Maaginesses secure themselves from the internatdays of firewalls
and encryption mechanisms. The businesses creatimteamet” to remain connected to the internet batured from
possible threats. The entire field of network siégis vast and in an evolutionary stage. The rasfgetudy encompasses a
brief history dating back to internet’s beginniraged the current development in network securityorgier to understand
the research being performed today, background lauge of the internet, its vulnerabilities, attankthods through the
internet, and security technology is important tretefore they are reviewed [15]. When developisgeure network, the
following need to be considered: 1. Access— Autteatiusers are provided the means to communicasadofrom a
particular network 2. Confidentiality— Informatiam the network remains private 3. AuthenticatioErsure the users of
the network are who they say they are 4. IntegrityfEnsure the message has not been modified inittr&ns

Nonllrepudiation — Ensure the user does not refutehghatsed the network[16].
Security Services

It is a processing or communication service thgirevided by a system to give a specific kind addarction to system
resources. Security services implement securiticigsl and are implemented by security mechanismesur8y Services
are Confidentiality, Authentication, Peer EntitytAantication, Data Origin Authentication, Integriyonnection Oriented
Integrity [17].

Basic Technologies of Computer Network Security

The basic technologies of computer network seesritire Firewall technology, Data encryption techggl Intrusion

detection technology, Anti-virus technology [18].
Types of Attacks

4 Types of Attacks 1) Interception: Watches pacRgtinterruption: Steals or disturbs the data 3)dWoation: Changes

the data 4) Fabrication: Sends another messagefegraroriginal but having the same sender namé [19

Security Protocols
Secure Socket Layer
It is used in secure exchange of information betwee&b browser and web server. It gives 2 secustyises. 1.

Authentication 2. Confidentiality it has five layger
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Table 3: Secure Socket Layer

Application Layer
Secure Socket Layer
Transport Layer
Internet Layer
Data Link Layer
Physical Layer

Transport Layer Uses HMAC

SSL have 3 sub protocols. Handshake protocol-Cdiome&stablishment. Record protocol-Actual messagocol.

Alert Protocol - If client/ server detect error ettparty discloses the connection and the secyetileedeleted.

Computer Network Information Security Policy

Set Up a Firewall

Firewalls are an important means to ensure netveedurity, network management applications throumgh use of
technology, packet filtering technology and ageathnology, effectively control network access pesiains,

comprehensive data to external restrictions anctridignation [20].
Access Control

Security policy and security model based on accestrol body set access permissions, such as tioléngity of the user,

password authentication, in order to gain the idleatity of the user, to facilitate tracing netwdr&havior[20].
Strengthening Intrusion Detection

Network intrusion detection is a real-time netwaldtection system can effectively compensate forldhk of firewalls

and other protective means [20].
Information Encrypted

Information technology is the key encryption tedoigy to achieve information security, help stremgttsecurity, through
a particular encryption algorithm translated th@amant plaintext cipher text, so unauthorized sigan not directly read
the raw data, even if the data file is lost orestiolas long as difficult to crack the key, so il wot lead to the leakage of

confidential information, which greatly ensure inf@tion security [20].
Close Some Not Commonly Used Services and Ports

From the theory in terms of computer security, catepsystems were more port system is also morgeelor using the
computer in the process, especially when the ojpegralystem is installed in inadvertently will naave to install some
service functions and ports; it will not only ocgug certain system information and also reducesfoarity of computer
systems sex. In addition, in order to understardube of the user interface can be installed portitoring program. It
can be determined by examining those ports aregrmonly used. In addition, once a virus into a potar system, the
monitoring program can automatically alarm, someth& function can automatically shut down the peftectively
prevent hacker intrusion [20].
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IP Addresses Are Correct Hidden PC

IP address of the hacker and virus attacks mus haondition that is on the network and informagttacks must have a
real IP address to be a hacker to obtain the usegsldress mainly through the use of network teldgy to detect host
information view, some of the traditional hackersl avirus attacks, Flop overflow attacks and so noléin address as
preconditions. Therefore, the user should use gaten system when hiding your IP address, usingpaypserver is the
most common way to hide IP address, a hacker clgrdetect the proxy server IP address, but canebtige user's real IP
address You cannot find the real IP address willb@able to attack, effective maintenance of caempimformation and

network security [20].
Authentication Technology

Authentication should include at least verificatigotocol and license agreement. A variety of nekwapplications and
computer systems are needed to confirm the legtiityugh authentication, and then determine itsq®al data and
specific permissions. For authentication systemelitimate user's identity is easy to be sometse pretending to be its

most important technical indicators [20].
Timely Installation of Vulnerability Patch

Vulnerability can be utilized during the attack \weasses can be software, hardware, proceduraksinairigs, functional
design or improper configuration. University of Wismsin Miller gives a research report on today'puter operating

systems and applications, noting that the softwarmot be without flaws and loopholes [20].
File Encryption and Digital Signature Technology

File encryption and digital signature technologyasmprove the security and confidentiality ofanfnation systems and
data, one of the secrets to prevent external theft, interception or destruction primary technidsg Depending on the
role, file encryption and digital signature tecto@/ is mainly divided into data transmission, dettrage, data integrity of

the three kinds of discrimination [20].

Figure 3 shows Data integrity identification teclogy is mainly involved in the transmission of infeation,
access, processing of data related to the ideatity to verify the contents, to confidentiality reqments, including
general identification passwords, keys, identigtaditems of the system by Comparative validatibject input feature

value meets the preset parameters, to achievesdetaity [20].
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Figure 3. Usually the Digital Signing Process MD Mans
Encryption Key.

Security Services and Processes

Security is fundamentally about protecting assetgurity is a path, not a destination. As we armabyar infrastructure and
applications, we identify potential threats and enstand that each threat presents a degree ofSgslurity is about risk
management and implementing effective countermeasi8ecurity services and processes depends ohemtigation,

Authorization, Auditing, Confidentiality, Integritj21].
Security in Linux Networks

The Linux operating system is built with securigafures, as it provides the file access permissienohanism, which

prevents the unauthorized users in gaining accetsetfiles [22].
Firewalls

A firewall is one of the most widely used solutidos the Internet world. All traffic inside to outle and vice versa, must
pass through the firewall. Different types of fir@is have different types of rules and securityigie$. The authorized
traffic will be sent based only on local policide firewall itself is protected, i.e.; it usesrasted hardware and operating

system [23].
METHODOLOGY

“Methodology” implies more than simply the methad$end to use to collect data. It is often necessarinclude a

consideration of the concepts and theories whidedie the methods.

More over methodology guides the researcher tolwevand to be active in my particular field of emguRight
from selecting the topic and carrying out the whasearch work till recommendations; research nutlogy drives the

researcher and keeps him on the right track. Tltieeenesearch plan is based on the concept of ngithodology [24].
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In my research paper, the methodology is following:

BTCL(ISP) Optical Fiber Cable

|

BTCL Optical Fiber Cable Foute Flanning to
BAEC Head Cuarter

1

In BAEC Head quarter, Setup Firewall, Fouter,
Server and Manageable switch

1

Setup Every Work station
or User

Figure 4

Implementation
Design, Planning & Deployment of LAN at BAEC Head Qarter
Fiber optical Communication is a method of traningtinformation from one place to another by segdiulses of light

through an optical fiber [25]. The light forms dearomagnetic carrier wave that is modulated toycaformation

Figure 5 show this day’s most organizations buildit own LAN infrastructure with special considéoat of
security measures to protect their resources fnoyrkind of attacks [26]. Building a well-secured NAequires designing
of network topology before deciding which physidalices to be purchased or technologies to def@d} A topology
design is defined as the identification of netwoaksl their interconnection points, the size andsttepe of the network,
and the type of interconnecting devices used [E8kry network requires a structured planning ansigiéng before
deployment it that requires internet access [2®krhet connectivity factors should be includea itite plan, Includes a
practical design of network internet connectivitgckbone [30]. Procedures of selecting equipments added and
planning designs their networks. The LAN of BAECatiequarter interconnects more than 90 computergyusirious
network media. The previous LAN was not properlyrkiiag; as a result, the internet service was infgtied. Hence, the
previous LAN was redesigned and up gradated usihgpay server of Dell T320, Router: Cisco 2901, atiter network

media. Currently, internet service is smoothly ingrat BAECHQ.

BAEC Head Quarter(HQ)

Figure 5: Optical Fiber Connection From BTCL to BAEC Head Quartet.
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Figure 6: LAN Connection of BAEC Head Quarter.

Hardware Selection

LAN Related Device Selection

Router Model 2901; we are using Cisco router. fel@ble and trusted to IT Community. Bandwidtlaifactor for router
as well and 2900 series router required MBPSA Duplgerations easily choose a Cisco router suppgtsade 10S
version will enable to enjoy some good faciliti@witch Model 2960; we also use Cisco manageablécsvior their
backbone. It is tested and performs well for ITKkimme. Cable & Connector; choosing good brand cétiev days Cat-6
cables are most popular [31]. It will be best féxN_wearing (it has really good sailed protectiohpe RJ 45 and is 8 —
Position modular connector that looks like a lapene plug [32]. Servers; Server Selection is irtgyurfor each server
services. Many reputed ISP in Bangladesh runs viind servers. Need to choose a brand which spate gre available

local support for the brand is essential.

P

Figure 7: Local Area Network (LAN) Diagram at BAEC Head Quarter.

Configuration

Configuring Router

We install the routers hardware properly beforefigomning and commissioning. We install all hardwareperly to avoid
damage. We Read all supplied manual properly befmtlling router. We Take a PC/Laptop with teratiemulator
software (Hyper Terminal for windows mini comforinux). The PC should have at least a standard conwation port
(Com-1) connect Router’s console to Pc’s commuitinaport using console cable. We Turn on Pc’s andear power
switch. Terminal will display router’s booting imfmation. We have successfully booted router andigore using setup

facility the router is now configured properly withitial configuration and ready to use.
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Configure Server

Proxy Server satisfies web browser’'s query by sepdequested web page. Proxy does two main opesatiéirst
operation is to reduce internet bandwidth chardesl the second option is to limit web access tdanized user/PC.
Users configure their web browser’s to use the p®tver instead of going to the internet diredfllhen a user sends any
web request, proxy takes the request. Proxy isdhky service, which heavily uses CPU, memory amutasfe
simultaneously. We Installing Operating System tirash configuration following:

Operating System

Buying operating system (OS) in Bangladesh is yemlbig headache. There are very few commercialatipg systems.
All commercial operating systems supports are st available locally. So, we need to depend orifpr support we
choose OS Centos-6.5 which includes squid witlritire options precompiled. Server OS should halaege amount of
hardware support. Compare with your operating systbardware compatibilities List (HCL), before chimg the OS.
Installation Media; Install Linux operating systdrom any comfortable media like CD ROM, Hard disicluding all
network installation method. Installing OS; we hasleosenCentos-6.5 Linux operating system. All otlersions

installation is almost same. We cover Centos-6s&ltation step by step.
» Disk Partition Setup.
« Boot loader configures.
e Firewall configure manual.
» Set root Password.
» Package group selection automatically.
» Escape boot diskette creation.
* Video card configurations.
e Configuring monitor.
Installation Complete Then Reboot the System

Network configuration is Linux; we configure Linwserver to enjoy networking features. Linux NetwatkiFacility by

default Linux support network, when will installsystem, Networking facility will be installed. Mareer, is a stalled
system without a NIC card Networking will be avaia with to interface? 10 helps to run all Netwaglated services
when other NIC is not available we can check/cantietwork by “Network” service script nicely

(/etc/rc,d/init.d/network). Use the following comnehconnected to start/stop network Service.

[root@nsl root] # Service network stop. [root@nebty # Service network start. [root@nsl root] #\&e¥
network status. Determining IP address; now a deytemonly all Pc’s come with a NIC, when Linuxnstalled this first

device is called “ethQ” second one is “eth1” andbeoWe can determine the IP address of thesdants using “ifconfig”

[root@snmp root] # if config.
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Assigning IP address using “if config”. We can gssan IP address on “eth0” interface using thetahfig”
command. This is the most common method.

[root@snmp root] # if config eth0 10.0.0.100 netskn@55.255.255.0 up.

The “up” at the end of the command activates therface after assigning the IP. But this procedsreot
permanent. When you will reboot the system theelfirgy will be lost. To make this IP permanent, ymed to change the
script file for the particular interface. All filewill be found in “/etc/sysconfig /network-scriptdirectory. Now restart the
“network” service to take effect. We need to rasthe network service each time makes any typehahge into these
files. [root@nsl root] # service network restaré tsfconfig” command to see the change. It wilbshthe new IP setting.
[root@snmp root] # if config. Assigning IP addraessing “netconfig”, we can also do it automaticallging some
graphical utility. “netgonfig” is a beautiful utili that we can use to edit those files automaticadlwill offer to fill up

essential fields.
RESULTS

Bangladesh Atomic Energy Commission (BAEC) is thegést scientific organization in Bangladesh. If want to
connect international network, we have to setupal deea Network. For this in my paper, we have sh@and practically
configured Local Area Network at Bangladesh Atoiieergy Commission and build a secure LAN System.sWeothly
installed Local Area Network (LAN) with secure syist at BAEC HQ. As a result of this LAN network, Bgadesh

Atomic Energy Commission Head Quarter is gettifgigh speed internet service with security.
FUTURE WORK

In Future, we extended our Local Area Network bgiag Access Point (AP) and Wi-Fi devices. We addeneetwork
devices to service the end user who are workirgA&C Head Quarter. In future, we will update ourchbarea Network

(LAN) security system to protect any kind of attack
CONCLUSIONS

This Research Paper proposed a secure designtfeonkeand system in Linux and windows environmesing the latest
technology. We should have an understanding withraanication models, network service & architectunegdia, devices
and protocol suites. We are expected to have nktwervice. Every network requires a regular maiswee such as
storage maintenance, remote resource access, asagement, log management and some other managévieritoring
is a regular task for all network system. It is uh@iory when the system is dedicated to public sertd make a user
friendly and dependable monitoring system. Afteplging our proposed design, deployment and impldeteiighly
reliable local area network mechanism. Therefollethe mechanisms thoroughly discussed in this papevork well
together and provide strong Local Area Network (DAlstem at BAEC Head Quarter.
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